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From Paradigm Shitt to Audit Rift:
Exploring Vulnerabilities and Audit
Tips for TON Smart Contracts




B pesynberare 00paboTku 0oiice 30 ayIMTOPCKUX OTYETOB B OOIIEH
CJII0KHOCTH OBLIO 3aperucTpupoBaHo 0ojee 230 ysI3BUMOCTEH.
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Bce ys3BUMOCTH OBLIM OPEACTABICHBI B BUJIC
TAOJIUIIBI JUIA OaJIbHEHUIIIETO aHaIn3a

A B c E F G 1 J
Subsubtype

Incorrect event emit in
SetTokenWalletAddress and

TonUP TonBit 2023-05 Tact Minor Fixed SetUpWalletAddress functions.  Common Errors Logical Errors NA
Missing validation for
“vesting_total_duration’ in
“locker.load data(). Consider

TON Locker checking "vesting_total_duration Input Data

Contract Quantstamp 2023-07 FunC Minor Acknowledged =0". Contract Design Processing Input Data Processing
Time constraints on rewards and
deposits can lead to unfair
distribution. Consider

TON Locker implementing a shorter ime limit

Contract Quantstamp 2023-07 FunC Minor Acknowledged for reward distribution. Common Ermrors Logical Errors NA
Potential storage fee insufficiency
in “locker_bill" contract. Consider

TON Locker limiting “vesting_start_time +

Contract Quantstamp 2023-07 FunC Minor Acknowledged vesting_total_duration’. Gas Control Moderate Handling o Calculation of Costs
Overflow and division by zero
errors in edge cases. Consider

TON Locker adding validations for

Contract Quantstamp 2023-07 FunC Minor Acknowledged “unlock_period Common Ermrors Logical Errors NA
Risk of capital inefficiency in
reward-lacking deposits.

TON Locker Consider preventing deposits if

Contract Quantstamp 2023-07 FunC Minor Acknowledged no reward is added. Common Ermors Logical Errors NA
Inefficiency in reward reservation
within the “locker’ contract.

TON Locker Consider limiting reserved TON

Contract Quantstamp 2023-07 FunC Informational  Acknowledged by checking the balance first. Gas Control Moderate Handling of Calculation of Costs
Redundant checks of immutable

TON Locker values in “load_data()". Consider

Contract Quantstamp 2023-07 FunC Informational  Acknowledged executing checks only once. Best Practices Code Review NA
Lack of documentation for minor
business logic. Consider

TON Locker documenting reward and deposit

Contract Quantstamp 2023-07 FunC Informational  Acknowledged handling in "README.md". Best Practices Documentation MNA
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Preliminary Type Comment for Checklist

Commaon
Errars

Input Data
Processing

Logical Errors

Gas Control

Logical Errors

Logical Errors

Gas Control

Code Efficiency

Documentation

Use correct event emitters to
ensure accurate logging and
transparency.

Ensure proper validation of input
data as per TON Audit Guide.

Check for logical errors and
edge cases In time-based logic.

Ensure accurate gas control and
storage fee management.

“total_coins_locked

Ensure proper handling of
deposits and rewards.

Optimize gas usage and
resource management.

Improve code efficiency by
reducing redundant operations.

Ensure comprehensive
documentation of business logic.



BugMagnifier: TON Transaction
Simulator to Reveal Smart Contract
Vulnerabilities




TON: No Predefined Order
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BugMagnifier paspaboTaH gngd
aHanm3a 6e30MacHOCTM CMapT-
KoHTpakToB B TON. OCHOBHbIM
3/IEMEHTOM apXUTEKTYPbI

BugMagnifier aBngertcsd knacc
TONDebugConsole.




External mnterface

HacTpoeHa koppeKTHas MHULManmM3auma cpeabl (C aBToMaTMYeCcKom
komnmnaumen FunC KoHTpakToB B TVM-6aNUTKOM, M HAaCTPOMKOM HayanbHOro
COCTOSAIHMSA M ouepeam coobueHnn yeped JSON-KoHGUrypaLmm)

10

Path to FunC contract source file

Path to initial state JSON file

Path to initial message queue JSON file
Show this help message




Race conditton

Bbin cneumanbHo paspaboTaH HarnagHbiM FUNC-KOHTPAKT, peanuayrowmn MexaHnam
[0,erno3nTHOro nyna c npegHaMepeHHo BHECEHHOM YA3BMMOCTbI0. TakoM Noaxo[, No3BonsdeT Ha
NPaKTUKe MoKasaTh, KaK pasfinyHble Noc/enoBaTelbHOCTU UCTIONHEHUS TPaH3aKLUMN MOTYT
NPUBOOMTb K HEOXMOAaHHbIM pe3yfibTaTaM faxe B OTHOCUTESTIbHO MPOCTbIX KOHTPAKTax.

"balance": "380543639199",
"total": 4000000000,
"owner_address": "EQB3G4DQvv-OL5onuadlo7wgOUH5dtBmUTyBigyieUk-1AAY",

"state": {

) Ton ;

"type": "active",
"code": "bbee9c7241010e0100b30001141£00£f4a413f4bcf2c80b0102012",
"data": "bbee9c7241010101002800004beetb2800800ee3701al7dff685"




HucjaeHHbIE IKCIIEPUMEHThI

UMCNeHHbIN 3KCNEPMMEHT NMO3BONNIT OLLEHNUTb CIOXHOCTb 0BHAPYXEHUS YCNOBUIN FOHKU B
cMapT-KoHTpakTax TON B 3aBUMUCTM OT MCMONHAEMOro NMopsiaKa coobleHm ouepean.

nl (Alice) | n2 (Bob) | Total Sum Iterations | Average Iteration Standard deviation
1 32 2032 29.32 10.45131087
2 32 2863 28.63 ' 11.80451463
4 32 20662 26.62 8.643068105
8 32 2593 25.93 0.851682931
16 32 2070 20.70 9.226115766
32 32 1546 15.46 0.164799272
64 32 939 9.39 2.335042664
128 32 604 6.04 1.469693846
256 32 202 2.02 0.1407052941
512 32 200 2.00 0.00

[pn hKCMpPOBaHHOM KonMyecTBe coobLleHnn oT Bob 1 BapbMpyeMoM KonmuecTBe
TON coobuieHnm oT Alice g Kaxkaon KoMBuHauumm (nl, n2) reHepupyeTcs oyepeb
coobuieHnn, nocne yero BoinonHaeTca 100 He3aBUCMMbIX NPOrOHOB.
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3aBMCMMOCTb CpefiHeln nTepaunn obHapyxeHus race condition ot nl (n2
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TexHoOrn4ecKum CTEK
J3BIKM MporpaMMHupPOBaHUSI

- OchmumanbHbIM 93bIK 0114
pa3paboTkm cMapT-KoHTpakToB B TON.
- KomnunupyeTtcsa B 6amnt-kopn Fift,
KoTopbiM ncrnonHaeTcsa B TVM (TON
Virtual Machine).

TypeScript

- CTaTnueckas TUNnmnsaums CHMXaeT PUCK
OWKMBOK Npu paboTe CO CIIOXHbIMU CTPYKTYpamu
TON (auenkmn, TpaH3aKLuUK).

- VnpouwaeT peakKTOpUHI U MOALEPXKKY KOAa.

- [lo3BONSET NMUCaTb KACTOMHbIE CKPUMTbI Ha
TS, KoTopble TpaHCcnUNMpyroTCca B JS ong
BbIMOJIHEHUS.



Pe3yiabTarhl

JlocTUrHyThIE:

o PaspaboTaH yYek-nnCT gNng ayomta CMapT-KOHTPAKTOB Ha OCHOBE
COCTaBNEHHOM KnaccumKaLmm

o OdopMneHHaa cTaTba oTnpaBneHa B Hay4YHbIN XypHan "BCRA"
(Blockchain: Research and Applications)

O Paspa60TaH MHCTPYMEHT B BMNAeE MHTepaKTMBHOl\/JI KOHCOJIM ONd ayaunTa

BLOCKCHAIN

o PaspaboTtaHa v npoTecTupoBaHa npu nomotm BugMagnifier cepus i il o
P P P P LU ghMag P R srsesi o ()

CMapPT-KOHTPAaKTOB

KOHTpakKToB ¢ Race Condition

bynymue:

o B npouecce dinHanbHoM 06paboTKM HAXOOMTCA CTaTbsa MO BTOPOMY

610Ky paboTbl




CchLIKM:

o https://docs.ton.org/v3/documentation/smart-contracts/func/docs/functions

o https://a1ithub.com/ton-org/sandbox
o https://test.ton.org/tblkch.pdf

o https://github.com/ton-org/blueprint’tab=readme-ov-file#contract-development

o https://tonbit.xyz/reports/ TonUP-Smart-Contract-Final-Audit-Report.pdf

o htips://certificate.quantstamp.com/full/ton-locker-contract/68729971{-1110-45cc-b701-
2a4cd639dalf/index.html

o Pa3bop KOHKpPEeTHbIX Kencos

o TeCcTupoBaHue

o Submit nepsow cTaTbM
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