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Differentially private modification of SignSGD
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With large models requiring more and more data for training, federated learning has
become more indispensable than ever. To use potentially sensitive user data for training
the model, one has to guarantee its privacy. The gold standard for data privacy is (g,0)-
differential privacy [1] of mechanism, which guarantees that probabilities p; and py of
any response of the mechanism on datasets D; and D, respectively that differ only in
one entry satisfy the relations ]’% < e+ 0 and 22 < ef + 9. In federated learning, the
mechanism returns all the outputs from the user, i.e. all the gradient data that they send
to the server. For neural networks, standard parameters are ¢ = 1, § = 107°.

Another constraint of federated learning is the high communication cost. To reduce
it, one can send not the whole gradient, but only the sign of each coordinate, thereby
reducing the cost by a factor of 32/2 = 16. The standard algorithm that utilizes this
technique is SignSGD [2]. This algorithm, which employs majority voting among the
workers, not only is communication-efficient but also is robust to heavy-tailed noise and
converges with high probability [3].

Initially, we aimed to provide theoretical convergence guarantees for DP-SignSGD, a
differentially private modification of SignSGD [4], following the approach in [3]. However,
upon closer examination, we found that the algorithm is not truly differentially private.
The authors have shown (e, §)-privacy of a single iteration of DP-SignSGD, which means
only (T, T9)-privacy over T iterations. Furthermore, they did not establish any conver-
gence guarantees for DP-SignSGD.

Consequently, we had to construct our own DP-SignSGD. Like in [4], we use Gaussian
mechanism that ensures differential privacy by adding N'(0, 02I%) noise. However, to make
the most out of composition of mechanisms (a single mechanism returning a noised sign
of the gradient) and to enhance privacy, we utilize Bernoulli subsampling. In this scheme,
at each iteration of the algoirthm, each entry of the dataset is sampled with probability ¢
and the gradients are computed only for the subsampled data. The resulting mechanism
satisfies (a, eg)-Rényi differential privacy [5], which is readily converted to (e, d)-privacy.
We use the tightest bound for e from [5], which has only a numerical form:

e =— i -log (Za: (Z) (1—q)*"¢"exp (kz;k)) (1)

k=0

To ensure privacy, the previously defined £g(q, a, o) must satisfy the following condi-
tion:
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With ¢ being fixed, we use a grid search to find the minimal o, as shown in fig. 1a.
Thus, we propose a new DP-SIGN compressor (see algorithm 1) that defines a truly

private variant of DP-SignSGD. We have tested it on a regularized logistic regression

problem for binary classification. The results are presented in fig. 1b.
We have also tested the algorithm on an MLP and a CNN for classifying handwritten
digits from the MNIST dataset. On a single worker, we have achieved 70% accuracy

after 30,000 iterations with large o, and 40% accuracy after 2,000 iterations with small o.

er <¢e/T —



1fix) =
e = x|l
E
R
5 5
Test accuracy
o
©

=
5

Now s

X X X
=
=)

0.0 0.5 1.0 0.0 0.5 1.0 0 5 10
Iteration  x10% Iteration  x10% Time, sec

—— SignSGD Lévy noise —— (10,n711)-DP-SignSGD no noise (10, n~11)-DP-SGD no noise
SignSGD normal noise (10, n~11)-DP-SignSGD normal noise (10, n~11)-DP-SGD normal noise
SignsGD no noise (10, n~11)-DP-SignSGD Lévy noise (10, n~*1)-DP-SGD Lévy noise

25 5.0 75 10.0 125
a

(a) Finding the minimal o, sampling (b) Logistic regression on UCI Mushroom Dataset with
rate ¢ = 1/300, and T" = 1000 SGD, SignSGD, pDP-siGNSGD and different types of noise

Figure 1: Experimental results

Algorithm 1 DP-SIGN compressor

Input: coordinate w, loss function [, user database D, (g,0)-privacy requirement,
number of iterations 7', sampling rate q.

Prepare subsample S: add each element (x,y) € D with probability g.

Compute the gradient g of the subsample for ﬁ Z(W)E gUw; (z,y)). If S is empty, let
g = 0.

Grid search o(q, T, ¢,0) to satisfy (1) and (2).

81 gNmoised = Sign(g) + N (0, (2v/do)?1%)

Output: sign(signpised)

The main obstacle to higher accuracy is the Gaussian noise inherent in private algorithms.
Even with careful privacy accounting, it introduces a tradeoff between precision of a single
iteration and the maximum number of iterations that still preserve privacy.

That being said, DP-SignSGD is likely more private than earlier stated bounds suggest.
The sign mechanism, for instance, does not return all values in the range [—1, 1], but only
1 and -1, which inherently provides additional privacy guarantees. Furthermore, even
the gradients may be partially private with respect to the user dataset. Estimating the
impact of these aspects of the mechanism could lead to more feasible algorithms.

It is noteworthy that DP-SignSGD can be easily adapted to any tighter privacy guar-
antee: lower ¢ or higher T directly improves training. At present, the primary challenge
concerning DP-SignSGD with Gaussian noise and Bernoulli subsampling is establishing
theoretical guarantees of its convergence. To the best of our knowledge, none of the exist-
ing works provide a theoretical analysis of the application of the subsampling mechanism
to optimization algorithms.
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