TON Smart Contracts
Vulnerabilities
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Open Network (TON) - 3T0 BBICOKONPOU3BOUTEBbHAS OJIOKYENH-TIIIATOpMa,
pa3paboTaHHas 151 00ecnedYeHrst MacIuTadupyeMoCcT U 3(pPEKTUBHOCTH,
UCIIOJIb3YIOLAsk MOJIEN b ACUHXPOHHOT'O BbINIOJHEHUSI U MHOTOYPOBHEBYIO APXUTEKTYPY .

Xots qu3aiH TON o06J1agaeT 3HaYnTEIbHBIMA IPEUMYILIECTBAMU, OH TAKXKE CO3/1aeT
YHUKAJIbHbIE POOJIEMBI 1711 pa3pa00TKU CMAPT-KOHTPAKTOB U O0ECIIEYEHHUS
0€30MaCHOCTH.

[TnaTrdopma nogaep>KMBaET LIMPOKUAN CIIEKTP JIEUECHTPAIN30BAHHBIX MPUIOXKEHUN, CMAPT-
KOHTPAKTOB U CEPBUCOB MUKPOIJIATEXKEN, OCHOBAHHBIX HA COOCTBEHHON KPUIITOBAIIOTE
Toncoin, KoTopas obserdyaet oOpadOTKy TpaH3aKLUN U 00eCTeunBaeT 0€30MaCHOCTh

CCTNU.
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PazpaboTaTh MHCTPYMEHT [J1s1 IOUCKA U YCTPAHCHUS
ya3BuMocTer B TON smart contracts

) Ton



From Paradigm Shift to Audit Rift:
Exploring Vulnerabilities and Audit
Tips for TON Smart Contracts




O [lonck u aHaJIN3 CYIECTBYIOIIUX YSA3BUMOCTEN HA OCHOBE
JIOCTYIIHBIX ayJIMTOPCKUX OTYETOB, IyOJIMYHbIX PENO3UTOPUER

(GitHub)
o Kimaccudukauus HaijIeHHbIX YSI3BUMOCTEN

O MopempoBaHyie TUIIMYHbBIX CLIEHAPUEB BOSHUKHOBEHMSI
BBISIBJICHHBIX YSI3BUMOCTEN pa3HOIO pojia

© Pa3paboTka cTpaTteruii o JeTeKTUPOBAHNIO, YCTPAHCHUIO 1
NPEJOTBPALLICHUIO OLIMOOK
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© OpnHa U3 337a4 3aKJIF0YAETCS B IOUCKE U CUCTEMATU3 AL
CYLIECTBYIOIIMX OIIMOOK HA OCHOBE JJOCTYIHBIX PECYPCOB.

© Ha gaHHbI1 MOMEHT HaijieHO 0oJsiee 30 ayIMTOPCKUX OTYETOB.

O B o0mien CJI0KHOCTHU ObLIO 3aperucTpupoBaHo dosiee 200

YA3BUMOCTEM.
Undetermined Critical
6,0% 4.7%
Security Level Vulnerability Count ?37‘3
Critical 11 Informational
Major 35 Minor
Medium 53 30 3%
Low 71
Informational 49
Undetermined 14 Maijor
15,0%
Total 233

Medium
22,6%
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Bce ysa3BUMOCTH ObLIM NPENCTABJIEHbI B BUJIE
TaOJIMUBI U1 JaJIbHENILIErO aHaJIn3a
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Minor

Minor
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Acknowledged

Acknowledged
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Acknowledged

Acknowledged

Acknowledged

Acknowledged

Acknowledged

Incorrect event emit in
SetTokenWalletAddress and
SetUpWalletAddress functions.

Missing validation for
“vesting_total_duration’ in
“locker.load_data()". Consider
checking “vesting_total_duration
>0

Time constraints on rewards and
deposits can lead to unfair
distribution. Consider
implementing a shorter time limit
for reward distribution.

Potential storage fee insufficiency
in “locker_bill" contract. Consider
limiting “vesting_start_time +
vesting_total_duration’.

Overflow and division by zero
errors in edge cases. Consider
adding validations for
“unlock_period®

Risk of capital inefficiency in
reward-lacking deposits.
Consider preventing deposits if
no reward is added.

Inefficiency in reward reservation
within the “locker™ contract.
Consider limiting reserved TON
by checking the balance first.

Redundant checks of immutable
values in “load_data()". Consider
executing checks only once.

Lack of documentation for minor
business logic. Consider
documenting reward and deposit
handling in 'README.md".

Common Errors

Contract Design

Common Errors

Gas Control

Common Errors

Common Errors

Gas Control

Best Practices

Best Practices

Logical Errors NA
Input Data
Processing Input Data Processing

Logical Errors NA

Moderate Handling oi Calculation of Costs

Logical Errors NA

Logical Errors NA

Moderate Handling of Calculation of Costs

Code Review NA

Documentation NA

K

L

Preliminary Type Comment for Checklist

Common
Errors

Input Data
Processing

Logical Errors

Gas Control

Logical Errors

Logical Errors

Gas Control

Code Efficiency

Documentation

Use correct event emitters to
ensure accurate logging and
transparency.

Ensure proper validation of input
data as per TON Audit Guide.

Check for logical errors and
edge cases in time-based logic.

Ensure accurate gas control and
storage fee management.

“total_coins_locked”

Ensure proper handling of
deposits and rewards.

Optimize gas usage and
resource management.

Improve code efficiency by
reducing redundant operations.

Ensure comprehensive
documentation of business logic.



Vulnerabilities 233
— Contract Design 76
— Authorization Checks 25

— Contract Design and Centralization 19
External Message Handling 1

— Input Data Processing 15
Logical Errors 8

— Message Generation and Handling 2

— Partial Execution of Transactions 6

Asynchronous Execution 6
L Key Considerations 6

— Common Errors 92
— Bounced Message Handlers 3

Heranu3anus Kiaccudukaum - Curry-Vae Pattern 1

— Exit Codes 2

IMMO3BOJINJIA PA3ACAUTDb BCC YA3ZBUMOCTHU [ Logical Errors 70

— Parsing and Serialization 6

Ha IMOJACCKIMN, BBIIIC/IMB TCM CaMbIM — Public Nature of Blockchain 2

— Replay Attack 3

OCHOBHbIe TI/IHBI OHII/I6 OK ° I~ Restrictions on Data Recording 1

— Sending Messages from Loops 1

— Smart Contract Update 2

L~ Smart Contract Updates 1

Gas Control 18
L Moderate Handling of Gas 18

— Random Number Generation in TON 1
L Safe Randomness Generation 1

— Possible Errors in FunC 4
Function Modifiers 1

— Modifying Variables 2

L Storage Management 1

— Best Practices 36
— Code Review T
To N — Compliance with Standards 5
Documentation 23
L~ Magic Numbers-Flags-and Constants 1




Contract Design

CranapTHbie OIUMOKM B KOJIE CMapT-KOHTPAKTOB:

* HeoOpaOoTaHHbIE NCKIIIOYEHUS
* [1yOonupoBaHue Koja
* Jlormueckue ommoOKu

* HeadppekTrBHBIE anropuTmbl
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(Gas B KOHTEKCTE OJIOKYEHHA - 9TO KOMUCCHS 3a padoTy
BbIYUCIIATEBbHBIX pecypcoB TVM.

Oumokum Tumna "Gas Control" cBsizaHbl ¢ HEeMPaBUJILHBIM
Pacy€TOM KOMHCCHUU 3a IPOBEJICHUE TPAH3AKIWM.

) Ton



BugMagnifier: TON Transaction
Simulator to Reveal Smart Contract
Vulnerabilities




© Co3paHre MHCTPYMEHTA /111 MOJICJIMPOBAHMS Y YIIPABJIEHUS TTOPSIJIKOM
tpan3akuuii B TON Blockchain

© PazpaboTka cepun cMapT-KOHTPAKTOB, KOTOPbIE HAMEPEHHO
BKJIFOUAIOT KOHKPETHBIE YSI3BUMOCTH

O TGCTI/IpOBaHI/IC MHCTPYMCHTA C ITIOMOLIBIO IMOATI'OTOBJACHHBIX
KOHTPAKTOB C LCJ/IbIO BbISIBJICHNA KOHKPCTHBIX THUIIOB OILLOO0K

) Ton




O PaGoTa TpeOyeT HanucaHusi CMapT-KOHTpakToB Ha FunC u
MOCJIEAYIOIIEr0 aHAJIN3a BO3HUKAIOIIUX YS3BUMOCTEN.

O B fgaHHbI MOMEHT BEAETCA padOTa MO U3YUYEHUIO TEXHUYECKON
JIOKYMEHTAWH.

O Pa3paboTKa cMapT-KOHTPAKTOB.
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O IIng aHajm3a ¥ pabOThI C YSA3BUMOCTSIMU HEOOXOAUMO UMETH
BO3MOXKHOCTb JIOKAJIbHO TECTUPOBATH CMAPT-KOHTPAKTHI.

O [Inst aTMX uener BeAETCS MOUCK HanboJIee pEJICBAHTHBIX
MHCTPYMEHTOB:

Blueprint
Sandbox
TVM linker
TON Testnet
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CcblIKu:

O https://docs.ton.org/v3/documentation/smart-contracts/func/docs/functions

O https://github.com/ton-org/sandbox

O https://test.ton.org/tblkch.pdf

O https://github.com/ton-org/blueprint?tab=readme-ov-file#contract-development
O https://tonbit.xyz/reports/TonUP-Smart-Contract-Final-Audit-Report.pdf

O https://certificate.quantstamp.com/full/ton-locker-contract/68729971-1110-45¢cc-
b’70f-2a4cd639dalf/index.html
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https://docs.ton.org/v3/documentation/smart-contracts/func/docs/functions
https://github.com/ton-org/sandbox
https://test.ton.org/tblkch.pdf
https://github.com/ton-org/blueprint?tab=readme-ov-file#contract-development
https://tonbit.xyz/reports/TonUP-Smart-Contract-Final-Audit-Report.pdf
https://certificate.quantstamp.com/full/ton-locker-contract/6872997f-1110-45cc-b70f-2a4cd639da1f/index.html
https://certificate.quantstamp.com/full/ton-locker-contract/6872997f-1110-45cc-b70f-2a4cd639da1f/index.html

