TON Smart Contracts
Vulnerabilities
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Pa3paboTaTh HHCTPYMEHT JIJISI IOUCKA 1
ycTpaneHud ya3BumocTet B T'ON smart contracts
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From Paradigm Shitt to Audit Rift:
Exploring Vulnerabilities and Audit
Tips for TON Smart Contracts




o Ilouck v aHaIn3 CYyLIECTBYIOIIMX YS3BUMOCTEN HA OCHOBE
OOCTYHHBIX ayAUTOPCKUX OTUYETOB, MyOIUYHBIX PEIO3UTOPHEB

(GitHub)
o Kimaccudukanust HalAeHHBIX YSI3BUMOCTEH

o MoaenupoBaHue TUIIMYHBIX CLIEHAPUEB BO3SHUKHOBEHUSA
BBISIBJICHHBIX YA3BUMOCTEW PA3HOTO poJia

o Pa3paboTka cTpareruii mo A€TEKTUPOBAHUIO, YCTPAHCHUIO U
IPEeJOTBPAILICHUIO OLIMOOK
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N3yuyeHue KeucoB

Pa3bop KOHKPETHbIX KENUCOB
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Asynchronous Execution

Acunxponnas npupogaa TON, HecMoTps Ha
CBOIO 3(P(PEKTUBHOCTD, CO3Aa€T MPOOJIEMBI, C
KOTOPBIMM HE CTAJIKMBAIOTCS pa3paOOTYMKHU
CMapT-KOHTPAKTOB Ha Etherrum.

B TON rapantupyercs, 4T0 cooO1ieHue 0y1eT
JIOCTABJIE€HO, HO MCIIOJTHEHUE TPAH3AKIIUM MOXKET
OBITH IPOU3BOJILHBIM, UTO IPUBOJUT K
MOTEHI[MAIbHBIM COOSIM B pabOTe U
HECOIJIAaCOBAHHOCTHU COCTOSIHUM.
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o Jlornueckue omuoOKu

o OmuoOKH 1pu padboTe C MaMITHIO

o HenpaBuinpHast uHTEpIIpeTalus padoThl ¢ OJOKUEHHOM
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Random Number
(Generation

B TON cMmapT-KOHTpaKThl pa3padaThIBAIOTCS HA SI3bIKE TPOrPpaMMUPOBAHUS
FunC. B FunC ectb niceBo-cinyvarinas @yHkmus random(). Mcnons3oBanue
3TOW (PYHKIIMM BJICYET NOTCHIUAIBHBIE MPOOJIEMBI C 0€30IMaCHOCTHIO,
MIOCKOJIBKY TICEBJI0-CTYYalHOCTh HE MOYKET FrapaHTUPOBATh, UTO PE3YIbTAT
MCIIOJIHEHHUS KOJa HE OYJIET MPEACKa3yEMBbIM.
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Possible Errors in FunC

B TON cMmapT-KOHTpaKThl pa3padaThIBAIOTCS Ha S3BIKE
nporpammupoBanus FunC. B koge MOTyT BO3HUKATh
POOJIEMBI, CBI3aHHBIE C OCOOCHHOCTSIMH SI3bIKA.
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BugMagnifier: TON Transaction
Simulator to Reveal Smart Contract
Vulnerabilities




TON: No Predefined Order
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ZEUS Rules TON: Developing a
Formal Verification Tool for TON
Smart Contracts




o @opmanbHasa rpammaruka st 1'VM

o Pa3paboTka yHHBEpCaIbHOTO MHCTPYMEHTA (POpMaJIbHOW BepUDUKAIIUU

o TectupoBanue U aHaJIU3 MMOJTYYEHHOW MOJIEIN
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CchLIKM:

o https://docs.ton.org/v3/documentation/smart-contracts/func/docs/functions

o https://github.com/ton-org/sandbox

o https://test.ton.org/tblkch.pdf

o https://github.com/ton-org/blueprint’tab=readme-ov-file#contract-development
o https://tonbit.xvz/reports/ TonUP-Smart-Contract-Final-Audit-Report.pdf

o https://certificate.quantstamp.com/full/ton-locker-contract/68729971-1110-45cc-b701-
2a4cd639dalf/index.html
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