VJ'Iy‘-ILLleHVIe NHCTPYMEHTOB ANA OT/a4KU I'Ipl/l)'lO)KGHVIVI

Android n nccnegoeaHne BO3MOXXHOCTENR UX MPUMEHEHNS

ANA aHaJINn3a NOBEAEH A [0

Cugopoe Bnaancnas Onerosuy!?

Hay4hbiii pykosoautens: NMpockypun Bagum lennaabesny?

IM®TU 21CN PAH
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MoTuneauus

[Mpobnema

Hy»xHo noctosiHHo nposepsaTe MO Ha Hann4me BPeAOHOCHOIO COAEPXaHWS 1 YSI3BMMOCTENA
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Cnocobbl nposepku 10O

TectuposaHue NO

AyauTt Kopa AvHamuueckuii aHanus
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ocobbl nposepku 0O

TectuposaHue NO

AyauTt Kopa AvnHamuueckuii aHanus

Orpanuyerue

l‘IaCTO HE UMEEM NCXOO4HOro Koda NPUIOXKEHUA (I/IJ'II/I paGOTa C HAM SBNAETCA OYHEHb
CNIOXKHOM)
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[locTaHoBKa 3a4a4m

PazpaboTaTb MHCTPYMEHT A1 aBTOMaTU3MPOBAHHOIO AMHAMUYECKOrO aHaM3a NoseaeHunst
MO pgnst BbIABNEHUS MOTEHUMANBHO BPEAOHOCHbLIX AEWCTBUN UM YA3BUMOCTE
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MnaTtcpopma

B paHnHoli paboTte aHanusmpyem Tonbko npusioxenust ans Android
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[locTaHoBKa 3aa4Hn

PazpaboTaTb MHCTPYMEHT A1 aBTOMaTU3MPOBAHHOIO AMHAMUYECKOrO aHaM3a NoseaeHunst
MO pgnst BbIABNEHUS MOTEHUMANBHO BPEAOHOCHbLIX AEWCTBUN UM YA3BUMOCTE

MnaTtcpopma

B paHnHoli paboTte aHanusmpyem Tonbko npusioxenust ans Android

Mpumep BpegoHocHoro MO

CkaHep QR-kogoB, oTnpaBasitouii aHHbIe C Kamepbl NOJAL30BaTENs B CETb
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DTanbl paboTbl NHCTPYMEHTA

® Cbop AaHHbIX 0 paboTe NPUNOXKEHUS

® AHanu3 AaHHbIX U BepAuNKT
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Cbop paHHbIX
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Cbop paHHbIX
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Cbop gaHHbIX

i EyAEM OTCNEXNBATb BbI30Bbl CTAHAAPTHbIX KJAKOYEBbIX METOAOB

® Tonbko npunoxeHns Ha Java

® Hy)HO puKcupoBaTb He TONBLKO caM (hbaKT BbI30Ba METOAA, HO W €ro apryMeHTbl, a
Takxe "BHewHowo nHdopmauuo": stacktrace, ngeHtTudnkaTop noToka u T.A.
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PaboTa B oHnaiiH pexume
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Cbop gaHHbIX

® Bynem oTCieXumBaTh BbI30Bbl CTAaHAAPTHLIX KIHOYEBLIX METOLOB
® Tonbko npunoxeHns Ha Java

® Hy)HO puKcupoBaTb He TONBLKO caM (hbaKT BbI30Ba METOAA, HO W €ro apryMeHTbl, a
Takxe "BHewHowo nHdopmauuo": stacktrace, ngeHtTudnkaTop noToka u T.A.

® PaboTa B oHMIaliH pexxume

XOoTuM BbICOKOYpPOBHEBbIN aHasor ptrace!

6/13



FAIDA

® Open-source ppeiiMBOPK A5 NHCTPYMEHTALMN NPUNOXeHNT (HE TONBKO nog,
Android)

4 OFpOMHbIe BO3MO>XHOCTWU MO BHEAPEHNIO CBOEro KOAA B HY>XXUNE NMPUNOXKEHNA

® BCTpoeHHbIl pexxuM TpaccMpoBku (To, 4TO Ham Hy>xHo!)
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Bpogae 6bl BCe npgeansHo, Ho...
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Bpoge Obl BCe naeansHo, HO... BCTPOEHHBIA TpaccMpoBLUK cnabo paccynTaH Ha
MCMO/b30BaHNE B aBTOMATU3MPOBAHHOM PeXMMe
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Bpoge Obl BCe naeansHo, HO... BCTPOEHHBIA TpaccMpoBLUK cnabo paccynTaH Ha
MCMO/b30BaHNE B aBTOMATU3MPOBAHHOM PeXMMe

[opabotaem ero nog Hawm Hyxgsl! (npoekT open-source)
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Cnncok mMeTog0B

MoaroToBunn cnucok MHTepecyloWw X MeToa0B A8 TPacCMpPOBKU

org.apache.http.impl.client.HttpClient.execute(HttpUriRequest)
io.socket.client.Socket.connect()

java.net.InetAddress.getHostAddress()

android.media.ImageReader.getSurface()

android.hardware.Camera.open(int)
android.hardware.camera2.CameraCaptureSession.capture(CaptureRequest, CameraCaptureSession.CaptureCallback, Handler)
android.net.wifi. WifiManager.getConnectionlnfo()

Jjava.security. X509Certificate.getPublicKey()
com.google.firebase.database.DatabaseReference.child(String)
android.webkit.WebView.setWebChromeClient(WebChromeClient)
android.media.MediaRecorder.start()
android.media.projection.MediaProjectionManager.createScreenCapturelntent()
android.media.AudioManager.setStreamVolume(int, int, int)
android.location.Location.getLatitude()
android.location.LocationManager.requestLocationUpdates(String, long, float, LocationListener)
Jjava.security.MessageDigest.getlnstance(String)

Bcero nopsiaka 80 cpyHkumia
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AHanus gaHHbIX
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AHanus gaHHbIX

CypoBas peanbHOCTb

B sonpocax 6ezonacHoctu MO noytn HUKOrga He yAAETCs MOJIHOCTLIO 0boTHCHL e
yesnoBeka
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AHanus gaHHbIX

ToNbKO TPacCUPOBOYHOrO JIOra HEAOCTATOYHO AJ1sl ONPEAENEHNs BEPAUKTA O
BpegoHocHocTu MMO. HyxHbl ewe 6a30Bbie 3HAHWS O MPefHA3HAYEHUN MPUTIOKEHNS]
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Mpunoxexne Ucnonbayer kamepy? Wcnonbayer cetb? BpepoHocHo?
Bugeo-vat Ja Ja

LLInvoHckuia

ckaHep QR-kogoe Ha Ja Oa

C TOYKM 3peHusi TPACCMPOBKY JIOTU Y 0BOUX MPUAOXKEHNHA ByLyT noxoxue
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AHanus gaHHbIX

I'Ipep,nonaraeMble cnocobbl ON1A BbIHECEHNA BEPANKTA!
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L4 CprKTypI/IpOBaHI/Ie NONTYHEHHbIX AaHHbIX, BN3YyaJibHOE ocbopMneHme

® HalifeHHble BPYYHYHO 3aKOHOMEPHOCTM

MepcnekTuBa gns cnegytowiein paboTbl

Wcnonb3osate LLM
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KoHel,
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